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FOREWORD

Every year cyber criminals do their part to remind us dtiside of social networks, we continue to see attacker
saying that banks are robbed because that is where threach users by search engine malware and by comprot
money is. As we look back at 2010, we see further eviggittaate sites. We look at both sides of the site comp
of theattackersemaining nimble to focus on the avenudssue-how do you protect users from visiting infected sit
that lead to more money. In this report, we start with tized how do you protect a site from being compromisec
reality that spam volumes dropped in half in the seconsklalfat while many companies have efforts in place to
of 2010. We then look to other areas where attackers piotect their user base, many companies are not yet ac
shifted their attention. protecting their Web application infrastructure.

Facebook has become a favorite hunting ground for As a community we often point to the need for user
malicious and spammy activity. Not only has Facebookducation as the missomgponent; howetse, levels of
grown to over 600 million users, but also users spendsocial engineering involved in today's attacksthr®iggest
tremendous amount of ime aitéh&his provides a largewe must continue to elevate our technological approaci
attentive audience for attackers and they have shownThe social and search vectors along with driveby down
remarkable creativity in pursuing this opportunity. Simdaggbiliies often givesthéusellitle to no room to affect
Twitter continues to be an atiractive destination for attéio&kergtcome. The research community must continue f
While the growth rate of Twitter has slowed, existing usei®vative defenses and the industry must make efforts
are getting more engagsduch, attackdrave increase the deployment rates of defenses
increasetheir efforts there.

Paulludge PhD

Chief Research Officer

Barracuda Networks Inc.
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EMAIL THREATS
WHAT CHANGED IN 2010
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Half of the Spam Disappeared
Attackers more aggressively target the Web
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Top Categories of Spam
Pharmaceutical and jewelry lead
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SEARCHING FOR MALWARE
A COMPARATIVE STUDY




INTRODUCTION

With search volumes at 88 billion per month on Google sites, 24 billion per month or
billion per month on Yahoo sites and 4 billion per month on Microsoft sites, search e
ripe for attackers to leverage for profit.

The goals of this work are to analyze trending topics on search engines, understand
of the problem and identify the types of topics used by nfabt/drd. thie measurement
iNnJune2010 and then agaibenembeP010.Theamount of malware found daily increase:
55% from 145.7 to 226.3. Malware also was more evenly distributed across the diffe
engines at the end of the yearulm e Googl e was crowned
69% of the malware. By Decembeniiiadr decreadeg 45% to Google containing 38%
of the overall malware. This shows that attackers have not only increased the amoul
search engine malware but also have decided that it is worth targeting other search
besides Google

Methodology:

We created a system that gets the set of popular search terms hourly and searches for those te
pulls the set of search results and retrieves the web sites of the results. The system then analy:
for malicious code



The Data Set
A study in search malware

Search Engines

4 . .
(Bing, Google, Twitter, Yahoo)
— Days
157 154 Popular Topics

26.972.206 Search Results
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Frequency of Search Engine Malware
Growing problem online

A 34,627 malware samples found
A 1 in 1000 search results lead to malware

A 1in 5 search topics lead to malware
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Total Malware by Search Engine
Google no I onger nKi
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Number 2 Search Term Leading to Malware
nNJeWowwdd
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Top Search Terms
That led directly to malware

- costco
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Malware Captured
By day of week
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Malware Captured
By time of day (EST)
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Top 10 Categories
For malware

business
0
news 6% proxies
6% 5% spyware
24%
peerto-peer
6%
entertainment
sports  downloads 15%
% 7% .
searchengines
portals
14%
forums-newsgroups
10%
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